MYHUIIUITAJBHOE BIOKETHOE
OBIIEOBPA3OBATEJBHOE YYPEKIEHHUE
«CPEJIHSISI OBIIEOBPA3OBATEJIBHAS ITKOJA Ne 1»

[TPUKA3

18 nexabps 2020 . Ne 426/01-10
r. MuxaiioBcK

O6 yTBEpKIECHUH PErjiaMeHTa pearnpoBaHus
Ha MHIAAECHTH HHPOPMAI[HOHHOH 6e30M1acHOCTH
B MH(OPMAIMOHHBIX CHCTEMAX MTEPCOHANBHBIX JAHHBIX

Bo ucronHenne TpeboBaHmui DenepanbHOro 3aKoHa Nel152-@3 ot 27 utons
2006 r. «O mepcoHANBbHBIX JaHHBIX», IpHKa3a ®CTAK Poccum Ne2l or 18
despansa 2013 r. «O6 yTBepK/IeHMH COCTaBa M CONEPKAHHS OpraHU3allMOHHBIX 5§
TeXHMYECKUX Mep 1o ofecrneyeHnto 6e30MacHOCTH ePCOHAIBHbIX JaHHBIX TIPH HX
06paboTke B MHGOPMAIMOHHBIX CHCTEMax MEPCOHANBHBIX JAHHBIX» W HPOHHMX
HOPMAaTHBHBIX JOKYMEHTOB I10 3all[uTe HHpOpMAIiH

[TPUKA3BIBAIO:

1. VrBepmuTs u BBeCTH B JelcTBMe PernaMeHT pearnpoBaHHs Ha
MHIMIEHTH HH(GOPMAMOHHONW 6e30IacHOCTH B HMH(OPMALMOHHBIX CHCTEMaX
nepconatbHbiX AanHeix MBOY COLL Ne 1(xanee — Pernamenrt) (IIpunoxenue K
Hacrosmemy [Ipukasy).

2. Tpe6oBanusi mnpumaraemoro Periamenra HTOBECTH JO pabOTHHKOB,
HEIOCPEJCTBEHHO  OCYIIECTB/SIONIMX  3allUTy MEePCOHANbHBIX JAaHHBIX B
MH(OPMAIIHOHHBIX CUCTEMAX MIEPCOHATBHBIX JaHHBIX.

3. KoHTponb 32 HCTIOJHEHHUEM HACTOSIIETO IPUKa3a OCTABJISIO 38 coboi.

HupexTop @j{_’c

C.A. Yerpunen




ITpunoxeHue K mpHKasy
OT «___» 2020r.

Ne

PEI'JIAMEHT
pearnpoBaHHs HA HHIHUAEHThI nHGopMaHOHHOH 0e30TaCHOCTH B

nHGOPMALHOHHBIX CHCTEMAX NMEPCOHATBHBIX TAHHBIX
MBOY COLI Ne 1

1. TepMHHBI H ONpeJe/ieHHs

1.1.AudopMarmoHHas cucTeMa MEePCOHAIBHBIX NaHHBIX — COBOKYITHOCTB
comeprKammxcsi B 0azax JaHHBIX NEPCOHATBHBIX NaHHBIX H obecneunBaroIuX HX
06paboTKy MHGOPMAIHOHHBIX TEXHOIOTHH 1 TEXHIISCKUX CPE/ICTB.

1.2 . UanunesT uHGOpMAlMOHHON 6e30MacHOCTH — noboe HelpeIBHICHHOE
ATH  HeXKeJaTelbHoe COOBITHE, KOTOpPOe MOXET HapyLIUTh IEATEHbHOCTD HIH
UHGOPMALHOHHYIO 6€301acHOCTb. HMHnmaeHTaMu uH(OPMaIMOHHOM
6e30MacHOCTH SBIISIFOTCA:

—  yrpaTa yCIIyT, 060pyI0BaHHMs WA YCTPOMCTB;

— cuUCTeMHbIE COOM MM MEPEerpy3KH;

— OoWHMOKH IOJIb30BaTElIeH;

—  HecoBIONEHHEe TIONMTHKYA WM PEKOMEHJALUi 10 HH(pOPMALMOHHOH

0e301macHOCTH;

— HapyuieHHe (pU3MIECKUX Mep 3aIlUThI,

—  HEKOHTPOJIHPYEMbIe U3MEHEHMs CHCTEM;

—  ¢6OH IporpaMMHOro obecreyeH s i OTKa3bl TEXHUIECKUX CPeIICTB;

— HapylleHHe IpaBuIl JOCTYyTIA.

1.3.06paboTKa TepCOHANBHBIX JaHHBIX — J1000e AeHCTBHE (omeparysi) Wiu
COBOKYITHOCTB JIeHCTBHIl (omepaluii), coBepIIaeMbIX ¢ MCMOIb30BaHUEM CPE/ICTB
ABTOMATHU3ALMKM I 0e3 HCIONb30BaHMS TAaKHX CpPEJICTB € IEPCOHABHBIMU
NaHHBIMH, BKIIouas cOop, 3amuch, CHCTEMATH3ALUIO, HAKOIUICHHE, XpAHEHHME,
yTounenue (OGHOBIEHWE, W3MEHEHHE), M3BJICUCHHE, HCIONB30BaHHE, Nepeady
(pacrpocTpaHeHue, TPENOCTaBlIeHne, I0CTyIl), 00e3nnuuBaHuE, OJIOKMpOBaHHUE,
yaajeHue, yHHUTOXKEHHE NepCOHATBHBIX JAHHBIX.

1.4 TTepcoHanbHble JaHHbIe — JE00as HHPOPMALHS, OTHOCAIIAACA K NPIMO
MMM KOCBEHHO OIpEIENeHHOMY WM OIpesensieMoMy (PH3HIECKOMY JIHILY
(cy6BeKTy TIEpCOHABHBIX TaHHBIX).

1.5.CpenctBo 3amuTel MH(pOpMamuu — TPOrpaMMHOE obecrneueHue,
[pOrpaMMHO-aNIapaTHoe obecIiedeHune, annaparHoe o0ecieyeHre, BEIECTBO HIlH
MaTepuaJl, peJHA3HAYEHHOE MK HCIIOJIb3yeMOe ISl 3aIUThl HHQOPMAIUH.
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2. OO0mHe MoJIOAKEHHA

2.1. Hacrosmmi PernameHt pearupoBaHus Ha WHIUJIEHTHI
MHpOPMAIMOHHON 0€30MacHOCTH B MH(GOPMALIMOHHBIX CHCTeMax NepCOHATbHbIX
manaeix MBOY COII Ne 1(manee — PernamenT), pa3paboTaH B COOTBETCTBHH C
3aKoHOaTeNnbCTBOM Poccuiickoit Penepannyl 0 NepCOHANBHBIX TAHHBIX (manee —
[1/lH) ¥ HOPMATUBHO-METOAMYECKUMH JOKYMEHTaMH demepanpHBIX OpraHOB
MCHONHHTETBHOMN BIACTH 1O Bompocam GesomacHoctH [IJIH mpu uXx obpaboTke B
“H(pOPMALMOHHBIX CHCTEMAX TEPCOHAILHBIX NaHHBIX (nanee —-UCI1/In).

2.2. Hacrosmuii PernaMeHT onpeaenser:

—  [OpSAIOK PErMCTpaliu COOBITHI 6e30macHOCTH;

— TIOpSOK BBIABJIEHHA WHIMJCHTOB MH(QOPMALIMOHHON 0e30MacHOCTH M
pearrpoBaHMIO Ha HUX;

— [OpANOK TpOBEeHHMs  aHalu3a  WHIHACHTOB HH(POPMALIMOHHOH
6e30MacHOCTH, B TOM YHCIe OIpeJe/ieHHe HCTOYHHMKOB M IIPUHHH
BO3HHMKHOBEHUS HHLUEHTOB.

23. PernaMeHT obs3aTeleH IS MCIOJIHEHMs BCeMH pabOTHHUKAMH MBOY
COILI Ne 1 (manee —YupexieHHe), HEOCPEACTBEHHO OCYINECTBIIIOIIIMH 3QILNATY
I1n B UCIT1H.

3. Unuugentbl HHPOPMALHOHHOKH 6€30MaCHOCTH |

3.1. K unuunentam Wb oTHOCSTCA:!

—  mecobOmonenue TpeboBanui no sammure [1/1H:
— ucnonp3oBanve DBM B 1ensx, He CBS3aHHBIX C BBIIOTHCHHEM
TPYHOBBIX (cmy>keOHBIX, JTOJKHOCTHBIX, (yHKIIMOHANBHBIX)
00s13aHHOCTEH;
— yrpara Hocutens [1/1x;
— yTpara KIIOYeBBIX JOKYMEHTOB, KII0uel OT IOMEIICHUH 1 XpaHUIHIIL,

JTUYHBIX [I€9aTel, yI0CTOBEPEHUH, IIPOITYCKOB.

— nonsitkd HCJI k T1/IH:
— nonbop Yy»oro HAeHTH(GUKATOpa U Mapons, MOCTEIYIOIIHI JOCTYII C
HCIIOJIG30BAHUEM UY2KOT'O TIapoJis;
— W3MEHEHHe HacTpPOEK, COCTaBa, IIapojed TEeXHHYECKHX CpEeACTB
HCII/H;
— u3MeHeHMe (yBelTHYeHHe) TTOTHOMOYHH TOCTYIa;
— HapylIeH#e IeNOCTHOCTH yCTAHOBIEHHBIX 3aIUTHBIX TI0MO;
— xonuposanue I1JIi Ha HeyqTeHHBIE CheMHble HocuTenu I1]1H;
— zapakenne pabodero Mmecta u/wiau cepsepa HMCIIIn BpEIOHOCHOM
IporpaMMoi;



3.2.

4.1.

— XMIIEHHE HOCUTENEH HI_[H.;

— XUIIEHHE TEXHUUECKHUX CPEJICTB NCI1/1H;

— YMBILUICHHOE HapyIlleHHe paboTOCIOCOOHOCTH TEXHUYECKUX CPE/ICTB
HUCIIx;

— XWIIEeHWe KPHUIITO CpPEeJCTB, KITFOYEBBIX IOKYMEHTOB, KJIoueH oT
[OMelIeHHi ¥ XPaHWIHI, JHYHBIX [edared, yIOCTOBEPEHHUH,
IIPOITYCKOB;

— HecaHKIMOHUPOBAaHHOE IPOHUKHOBEHHE B MOMEIICHHUA NCI1/1#;

— OYHMCTKA DJIEKTPOHHBIX JKypHAJIOB MOHUTOPHHIA.

c6on B paboTe TEXHUIECKHUX CPEICTB MCIT T ObimecTsa.

K unanuaentam b He oTHOCATCA:

HeyJauHble [ONBITKM BTOPKEHWH, KOTOPHIC OblId  OOHapyXeHBl H
HejiTpanu30BaHbl ¢ HenonbsobanueM C3H;

Heyla4Hple TONBITKH 3apaKeHHs paboumx MeCT W/WIUH CepBEpOB
WCIIJlH BpemOHOCHON MPOrpaMMOi, KOTOpbie OBLIH oOHapyXeHbl H
HelfTpanu30BaHsl ¢ ucnonbzopanuem C3U

4. TlopsaoK perucTpanuu coObITHI 6e30NaCHOCTH

Peructpauus cobpituii Gesomacuoctd B MCIIJIH ocymecTsisercs B

CJICJIYIOH.Ieﬁ nocuenoBaTelIbHOCTH!

1)

2)
3)
4)
5)
6)

7)
4.2.

OnpeneneHue CoObITHI 6e30MacHOCTH, MOIEKAIMX PETUCTPallHH, H
CPOKOB HX XPaHEHH.

OmpejieNeHMe cocTaBa M CoIepaHds WH(OpMALMK O COOBITUAX
6e3011aCHOCTH, MOJIJISKAINX PErUCTPaLUH.

CGop, 3amuch U XpaHeHuHe HHPOPMALIKHU O COOBITHAX 0e30IacHOCTH.
PearupoBanue Ha cGOM MPH PETHCTPALUK COOBITHH ©e301macHOCTH.
MoOHHUTOPHHT (IIPOCMOTP, aHAIM3) Pe3yJIbTaTOB PEruCTpaliu coObITUI
6e30MMacHOCTH U pearupoBaHue Ha HUX.

['eHepUpOBaHHE BPEMEHHBIX METOK M (MIJIM) CHHXPOHH3ALUs CHCTEMHOTO
speMeny B UCIT/In.

3anmrta nHGOPMAIUH O COOBITHAX O€3011aCHOCTH.

CoOpITHs 0€30IacHOCTH, IOJUIeXKalllue PperucTpaiuud B NCIIH,

JIOJKHBI OTIPEEIATECS C YUETOM CIIOCOOOB pean3aluu yrpo3 6e30macHoCTH [11n
mis UCITIH. K cobeiTHsAM 0e30MacHOCTH, MMOJUIeXKAallUM PErHCTpaniui B HCITOH,
OIDKHBI GBITH OTHECeHBI Jro0ble mpossieHus coctosuust UCIIIE 1 ee cucTeMBI

3aIUTHI,

YKa3bIBalOIIHE Ha BO3MOKHOCTh HapylISeHHA KOH(i)HILCHHHa.HBHOCTH,

eIOCTHOCTH MM goctyrnHocTd IIJIH, HOCTYMHOCTH KOMITOHCHTOB HUCIT/H,

HapylmeHHua Npouenyp, YCTaHOBJIEHHBIX Opl"aHH3aLIHOHHO-paCHOPHI[HTeJIBHBIMH
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GyHKIMOHUPOBAHHUsL CPEJICTB 3ALLHUTEI uapopmarmu (nanee — C3H1).

4.3. CobpITHs 6€30M1aCHOCTH, MOAJIeKAIINe PErUCTPALMH B WUCIIJIH, ¥ CpOKH
XpaHEHUsI COOTBETCTBYIOLIMX 3amucell PEruCTPAIMOHHBIX JKYPHAIOB JOJKHBI
oGecrieunBaTh BO3MOXHOCTh —OOHApyKeHus, HOeHTU(UKAMA U  aHalIu3a
MHIMIEHTOB HHMOPMAIIHOHHOM 6€3011aCHOCTH, BOSHUKIINX B HCIIda.

4.4, B UCIIJIz noanexaT perucTpaliy CIeayromne COOBITHSA:

— Bxop (BBIXOJ), @ TAKXKE IOIBITKA BX0/Ja cyOBEKTOB IOCTyIIa B HUCIIx u
3arpy3KH (OCTAHOBKA) OTIEPALHOHHON CHCTEMEL;

JIOKyMEHTaMM TI0  3aIIMTE [IJla, a Take Ha HapylieHHe MITATHOIO

—  MOMIKJIIOYEHHE CHEeMHBIX MallWHHBIX nocureneii [1/1a u BeiBox I1/IH Ha
HOCHTEIIH;

— 3zamyck (3aBeplleHWe) IpOrpaMM U TpOHECCOB (3amanmii, 3a71a4),
cBsi3aHHBIX ¢ 00paboTkoi I1/1H;

—  OGHOBJIEHME WIHA OIIHOKM IpH OOHOBJIEHHH IPOTPaMMHBIX CPCICTB
UCITIn u C3U;

—  [ONBITKM JOCTYIa TNPOrpaMMHBIX — CPEACTB K ONpPEeACIACMBIM
3aMMIIaeMbIM OOBEKTaM JOCTyIa (TeXHHYECKUM CpPEeICTBAM, Yy3/1aM
ceTH, NUHMAM (KaHajlaM) CBs3H, BHEIIHHM ycTpoiicTBaM, MporpaMMam,
tomMaM, Kartajoram, (aiinaMm, 3anmucaM, IOJSIM 3amuceil) U HMHBIM
0o0BeKTaM JIOCTYIIa,

—  TOIBITKH yJIaJ€HHOro JOCTyma.

4.5. CoctaB ¥ copepKaHue MHpOpMAIMH O COOBITHSIX ©e301acHOCTH,
BKJIFOYAEMON B 3alUCH PErMCTPAlMi O COOBITHUAX OE30IIaCHOCTH, [ODKHBI, Kak
MHHAMYM, OOECIEYHTh  BO3MOJKHOCTB WIeHTU(UKALIAM THIA  COOBITHA
6e30MacHOCTH, 1aThl ¥ BpPeMEHH COOBITHSA O€30MacHOCTH, UeHTH(OUKALIMOHHOM
uHGOpMALMY  MCTOYHMKA COOBITHS ~ Oe30ImacHOCTH,  pesyNbTat cOOBITHS
6e3zomacHocTH (YCHENIHO WM HEYCIelHo), cyOpexTa JocTyna (ronp3oBaTeEN H
(vM) mpoliecca), CBS3aHHOTO ¢ JIAHHBIM COOBITHEM ©e30MacHOCTH.

4.6. Tlpu perucrpanuu BXoza (BeIXona) CyOBEKTOB JOCTyNa B WUCITuH u
3arpy3ku  (OCTAQHOBKA) OMEpALMOHHOW ~CHCTEMBI COCTaB U coziepKaHue
uHPOPMALMH JIOIDKHBI, KAaK MUHMMYM, BKIFOUaTh Aary U BpeMs BXO/a (BBIXOHA) B
cucTeMy (M3 CHCTeMbl) WJIH 3arpy3KH (OCTaHOBKM) ONEPALMOHHOHW CHCTEMEI,
pe3yJibTaT IMOIBITKM BXoja (yCremHas Wi HeyCIIelHast), pe3yJibTaT NOIBITKU
3arpy3ku (OCTaHOBA) ONEPALUOHHOW CHCTEMBI (ycmeniHas Wiy HeyCIEIIHas),
AIEHTUDHUKATOP, IPe/IbABICHHBIA TIPH MOIBITKE H0CTYTIA.

4.7. Tlpu perucTpalyy MOJKIIOYEHNS CHEMHBIX MallMHHBIX nocutene# I1/1n
1 BeIBoAa [1/[H HA CHEMHBIE HOCHTEIM COCTAB M COIEPXKAHUE PEerucTpalnOHHbIX
3anuceil MOJDKHBI, KAK MUHHMYM, BKIIOYaTh AaTy U BpeMs [IOKITIOYEHHS] ChEMHBIX
mamuuabX Hocurteneii [1J]x u BeiBoga [1JIH Ha cheMHbBIE HOCHUTEIH, JIOTHHECKOE



pMsi (HOMep): TOAKIIOYAEMOro ~ ChEMHOTO  MalIMHHOTO nocutens [/,
uaeHTudUKaTOp cy6sékTa noCTyTIa, ocymectBisolero BerBoa [1J1H Ha CheMHbIH
Hocutens [1/1H.

4.83. Tlpu perucrpanuy 3aIycka (3aBeplIeHHsI) NPOrpaMM H MpOIECCOB
(3ajanuii, 3ajad), CBA3aHHBIX C obpaborkoii IIJ[H cocTaB M COICPKAaHUE
PerHCTPALOHHBIX 3amuceil JOJKHBI, Kak MHHUMYM, BKJIIOYATh ATy W BpeMs
3amycka, MM (upeHTHOUKATOP)  [POrpPaMMEI (mpouecca,  3ajaHus),
uneHTuguKkaTop cybbekra HoCTyna (ycTpoiicTBa), 3ampOCHBIIErO MPOrpaMMy
(mpouecc, 3ajaHKE), pe3yJIBTAT 3aIycKa (yCrIeLIHBIH, HeyCTIeTIHbIH).

49, Tlpu perucTpaudd MONBITOK  NOCTYIA POrpaMMHBIX ~ CPEICTB
(mporpamM, TpOLECCOB, 3ajad, 3afaHmil) K 3alqdinaeMeiM GaimaM CocTaB u
colepIKaHue PErMCTPAIMOHHBIX 3aMUCeH MOJDKHEL, Kak MAHUMYM, BKJIFOYATh JaTy
M BpeMs TOMBITKM JOCTyMNa K 3alldiiaeMoMy daiiny ¢ yKkasaHHeM ee pe3ysipTara
(ycmemHas, HeyCIelIHas), UASHTH(PHUKATOP cyObekTa mocrymna (ycTpoiicTBa),
crienuUKaIMIO 3aliIaeMoro (aiia (JoruIecKoe ums, THII).

4.10. Tlpy perucTpanyMy IOMBITOK JOCTyNa TPOTPAMMHBIX —CPEACTB K
3aIMAIIAeMBIM 00BEKTaM TOCTYyIa (TEXHUYECKUM CPEICTBaM, y3/laM CETH, JINHIIM
(kaHamaMm) CBf3d, BHELIHUM yCTpoHcTBaM, HpoOrpaMmam, TOMam, KaTaloram,
saIicsaM, TIONSAM 3ariceif) cocTaB W colepkaHue HH(pOPMaIy IOIDKHBI, KaK
MHHAMYM, BKJIFOYATh ATy ¥ BPEMs TOMBITKM AOCTYMA K 3alIUIIAEMOMY 00BEKTY C
yKa3aHueM ee pesyibTara (yclellHas, HeycrelHas), uieHTudukarop cyOobeKTa
poctyma (yCTpoMCTBa), CHEUM(UKALMIO  3alIMIIaeMOro o0BbeKTa AOCTyIa
(norudeckoe uMs (HOMeEp).

4.11. Tlpu perdcTpalMH IOMBITOK yIaJEHHOro AOCTyNa K WCIIJIa cocTtaB #
cofepkanre MHPOPMAIMM [OJDKHbI, Kak MHUHMMYM, BKIIOYaTk AaTy W BPeMi
[IOIBITKH YJAJE€HHOrOo JOCTymna ¢ YyKa3aHMeM €€ pesynbTara (ycneniHas,
HeyCIelHas), uieHTHbuKaTop cyObekTa JoCTyma (ycTpoicTBa), UCIONb3YyEMBbIH
IIPOTOKOJI  JIOCTYTIA, ucrionp3yeMblii  mHTepdeiic goctyma W (WIM) HHYIO
HH(OPMAIHIO O MONBITKAX yIAJICHHOI0 JI0CTyMa K HCIT/1#n.

4.12. C6op, 3amuch U XpaHeHHe HHPOpMAIMH O COOBITHAX ©e30macHOCTH B
TeueHHe YCTAHOBJIEHHOTO BPEMEHH XpaHEeHHsI IOJI’KEH NPelyCMaTpHBaTh:

—  BO3MOXHOCTH BbIGOpa OTBETCTBEHHBIM 3a obecredeHue 0e30MacHOCTH
Mz B UCIO u (u1um) AJIMHHUCTPATOPOM UCIIIa cobOblTUi
6e30MaCHOCTH, [IOIISKANMX PETUCTPALMM B TEKYIIHH MOMEHT BPEMEHU
U3 nepeyHsi coObITHH 6e307MacHOCTH, ONPENENCHHBIX B IYHKTE 4.4
Hacrosmnero Pernamenra,

— reHepanuio (cOop, 3amKch) 3aMucer perucTpalyy (aymwra) A7 COOBITHI
6e30MacHOCTH, MOUIEKAIIUX PErucTpalun (ayIuTy) B COOTBETCTBHHU C
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COCTABOM M CONepXaHWeM MH(pOpMaluH, ONpeeNeHHBIMH B
COOTBETCTBHH C nyHKTaMﬁ 4.6-4.1 1macrosimero Pernamenra;

— XpaHeHHe HH(POPMAIUH O cOOBITHSX DE30IIacHOCTH B T€UEHHE BPEMEHH,
YCTAHOBJICHHOTO B IyHKTE 4.3HACTOALIETO PerinameHTa.

4.13. O6BeM TaMsITH A XpaHeHHsa MH(OpMalHiu O coOpITHAX 0€30I1aCHOCTH
JOJKeH OBbITh paccuhTaH U BBIIEJIEH C y4eTOM THUIIOB coOpITHIT 0€30IaCHOCTH,
[OJUIeXKAIIMX PErHCTpalid B COOTBETCTBMH C COCTaBOM H coziepKaHuEM
pHQOpMAlUd O COOBITHAX 6e30MacHOCTH, TOANeXAIlMX perucTpanuy, B
cooTBeTcTBUH ¢ nmyHkramu 4.7 — 4.11HACTOAIIETO PernamMeHTa, IIPOTrHO3HPYEMOH
4ACTOTH BO3HHKHOBEHMs TMOIEKAIUX PErHCTpalyy COOBITUH 6e301MacHOCTH,
cpoxa XpaHeHHs: HH(POPMALKH O 3aPETMCTPUPOBAHHBIX cOOBITHAX O€30MaCHOCTH.

4.14. B VICIIJIH [O/DKHO OCYLIECTBIISITBCS PpEarnpoBaHHe Ha cbon TmIpH
perucTpaluy coObIThi 0e30MacHOCTH, B TOM HUCIE anmapaTHbIE U NTPOrpaMMHBIE
ommbky, c6or B MexaHu3Max cGopa MHpOpMALMK W JOCTIKEHME MpPejea WIIH
nepemnosHenus 06bemMa (eMKOCTH) NaMATH.

4.15. PearupoBanue Ha cOoM TpH PETHCTPaLiH cobpITHI 0€3011aCHOCTH
JIOJDKHO TpeycMaTpUBaTh:

—  mpeaynpexIeHue (CHrHaau3aIms, uHauKanus) o c0osax (anmapaTtHbIX
IPOrpPaMMHBIX OlIHOKax, CO0AX B MEXaHU3Max cbopa mHpOpMAIHU UITH
repenojHenus 06beMa (EMKOCTH) aMSITH) TIPH PErHCTPAIMK COOBITHI
6e30MmacHOCTH;

— pearvpoBaHHe Ha cOOM ITPU perucTpauru coObITHI ©€30NaCHOCTH ITyTEM
mamenennss OTBETCTBEHHBIM 3a obecmedeHHe O0€30IacHOCTH II/ln B
UCTIIe u (wmu) Anmuaucrpatopom HWCIIIH mapameTpoB cOopa,
3aMCH M XpaHeHHs MH(pOPMALUH O COOBITHAX OE30MacHOCTH, B TOM
qpclIe OTKITIOUYEHHE 3amucH MHPOPMALUK O COOBITHAX 6€30MacHOCTH OT
yactu xommoneHToB MCII/IH, 3amuck MoBepX YCTApeBIIUX XpaHHUMBIX
3anucel coObITHIE 0€30IaCHOCTH.

4.16. MoHHTOpHHT (TIPOCMOTpP M aHaNW3) 3aluced PerHCTpaluy (aynuta)
JOJDKEH TPOBOAWTHCS IS BCEX COOBITHH, MOMIEKAMX PErHCTpallii B
COOTBETCTBMM W C TEPUOAMYHOCTHIO, YCTAaHOBJEHHOH  ONepaTopoM, U
obecrieyrBarolieil  CBOEBPEMEHHO€  BBIABICHHE  TPH3HAKOB  MHIMJCHTOB
unpopmanuonnoit 6ezonacaoctu B UCITIH.

4.17. B ciyyae BBISIBICHUE TPU3HAKOB HHIHUACHTOB uHGpOPMALIMOHHON
6esomacioctd B MCIIJIH ocymiecTBiseTcs IUIAHUpOBaHWE W TIPOBEJCHHE
MEpOINpPUSTHI 110 PEarMpOBaHUIO HA BBISBICHHbIC HWHIMIACHTHI 0e30macHOCTH B
COOTBETCTBMM C TODSAKOM TPOBEIEHHA pasOupaTenscTB 10 dakram
Bo3HMKHOBeHUs uHIuaeHTOB B UCIT/IH.



4.18. TlonydeHHe METOK BPEMEHH,  BKJIIOHAIOMMX  Jaty H BpeMs,
HCIIOJIB3YEeMBIX TIPU  TeHepaluu sanmceil perMcTpandd  (ayauTa) COOBITHH
6ezomacaoctd B MCITJIH, HOCTHMraeTcs MOCPEACTBOM NPUMEHEHHs BHYTPEHHHX
cucremubix yacoB UCIT/IH.

4.19. 3anmra uHQOPMALKK O COOBITHAX OE30ITaCHOCTH (3amucsX perucTpanuy
(aymura)) obecriedMBaeTcs INPUMEHEHWEM Mep  3allHThl uH(GOpMaUK  OT
HEeIPaBOMEPHOTO JIOCTYIIa, YHUYTOKEHHS HIIH MOAM(DUIIUPOBAHUA U B TOM YHCIIE
BKJTIOYAET 3alUTy CPEeACTB BEACHHUA PpErucTpaliu (aymWta) M HACTPOEK
MEXaHH3MOB PETMCTPAIIMH COOBITHIA.

4.20. JlocTyn K 3amucCsM ayauTa H GyHKUUSIM YIPaBICHUs MEXaHU3MaMH
perucTpanuy (ayauTa) [OIDKEH IIPeJoCTaBIATECA TONBKO YIIOJTHOMOYEHHBIM
NOJDKHOCTHBIM JIMIAM!

—  OTBETCTBEHHOMY 3a obecriedeHue 6€e30MacHOCTH I1u 8 UCI1/dH;
— amvunuctparopy UCIT/TH.

5. Tlopsiaok BhIABJIEHHs HHIHIEHTOB nHdopManHOHHOH 6e30MaCHOCTH H
pearnpoBaHHsl HA HUX

5.1. 3a BbIABIEHHE HWHLHUJICHTOB uH(pOPMaIHOHHOM 0e30macHOCTH |
peardpoBaHUE Ha HUX OTBEYAIOT:

—  oTBeTcTBeHHbIH 3a obecrieuenue 6ezonacnocti I1/1n B UCII/TH;

— anmuaucrparop UCITIH.

5.2. PaborHuKH YUpexIeHHs, TOJKHBI co00IaTh OTBETCTBEHHBIM 32
BBISBJICHHE MHIIMICHTOB HHOOPMALIMOHHOM 0e30TIacHOCTH O JIFOOBIX HHIHMIEHTAX,
B KOTOPBIE BXOJAT:

— (axThl MOMBITOK M YCHEIIHOH peanu3alyd HECAHKIHOHHPOBAHHOTO
noctyna B HCIIJIH, B moMelleHHs, B KOTOPBIX OCYIIECTBIACTCA
obpabotka I1/{H, 1 x xpanwmimam [1/1H;

— ¢akTel c60s MIM HEKOPPEKTHOH pabOTBI ~ CHCTEM o6paboTkH
uH(popMalHUH;

—  akThl c60s uiau HekoppekTHOH pabotsl C3M;

—  ¢axrsr pasrnamenus [1/1H;

— (axTsl pasriameHus MHGoOpManuH O METOAAax U criocofax 3aluThl K
o6pabortku IT/IH.

5.3. Bce HemTaTHble CHTyallud, (akThl BCKPBITHs W ONEYaThIBAHHUS
TEXHHYECKHX CPEJACTB, BBINOJHEHHs NPOGUIAKTHIECKHX paboT, YCTaHOBKH M
MoAM(UKAIAK aTNapaTHBIX ¥ [IPOrPaMMHBIX CPEJICTB o6pa6orku I11x B MCII/IH
NOJKHBL OBITh 3aHECEHBl OTBETCTBEHHBLIMH 32 BBIABJICHHE WHIHCHTOB
nHGOpMalMOHHON Oe3omacHocTH B «KypHanm ydeTa HEIUTaTHBIX CUTYaLHH,
(DaKTOB BCKpBITUS M OMNEYATHIBAHMS TEXHHHYECKHX CPEJNCTB, BBINOJIHEHHA



MpOQHUIAKTHYECKUX -padoT, yCTAHOBKM M - MoaubHUKAIM ~ alfapaTHbX |
HPOrPaMMHBIX CPEJICTB 0GPabOTKH MEPCOHATBHBIX nanEbx 8 MBOY COII Ne 1,
dopma koToporo ycraHosena B [1puioxeHiH | k HacTosIeMY PernaMeHTy UK B
3JIeKTPOHHBIE JKyPHATBI OMEPALHOHHOHN CHCTEMBI H C31.

5.4. AHanu3 HHUUOEHTOB HH(l)opMaIJ;HOHHOI‘fi ©e30MMacHOCTH, B TOM YHCIIE
olpeseneHWe  HCTOYHMKOB M NPUYAH  BO3HUKHOBOHHA HHIIU/ICHTOB,
OCYIIECTBIIICTCSL COTJIACHO TMOPSAJKY MPOBEICHH pa3éuparebCcTB MO (paKTam
BO3HMKHOBEHHS MHIMIEHTOB HHPOPMAIIOHHOH 6€301macHOCTH B NCIT/n.

5.5. Mepsl 10 yCTpaHEHUIO rociieACTBUHA HMHIWACHTOB MH(pOPMAIIMOHHOH
6e30MIACHOCTH, TUIAHMPOBAHWIO M NPHHATHIO Mep [0 MPeJOTBPalleHIIo
[OBTOPHOTO BO3HUKHOBEHMs WHIHM/ICHTOB, BO3JAraroTci Ha OTBETCTBEHHBIX 32

BEISIBIICHME MHIMIEHTOB HHOPMALMOHHON Oe30acHOCTH.
6. OcHOBHBIE 3TAaNbI NPoOLECca PearipoOBaHHA HA HHIHACHTDI

6.1. Jluma, 3aHMMAONIMECs pearupoBaHHeM Ha WHIUACHTHL  JOJDKHBI
obecreunts 3aumty UCITIH u nporHpOpMUPOBATE MoJp30Barenei, 0 BaAXHOCTH
Mep 1o obecredeHn o HHHOPMALMOHHOMH ©e30macHOCTH.

6.2. Jluma, 3aHHMAIOIIWECs pearupoBaHMeM Ha WHIWACHTHL, IOJOKHBI
OIIpe/IeTUTh, ABISETCS U OOHAPY)KEHHOE MMH C IOMOIIBIO pasiIMAHBIX CHUCTEM
oGecrieuenysi MHPOPMAIMOHHON Ge30MacHOCTH COOBITHE MHIMACHTOM MM HET.
Jlist 9TOTO MOTYT HCIIONB30BaThCS IyOIHYHBIC OTYETEI, MOTOKH JAHHBIX 00
yrposax, CpeACTBa CTaTHYECKOTO M JMHAMHYECKOro  aHajuu3a o0pa3inoB
NIporpaMMHOro obecriederust ¥ Apyrue HCTOUHHUKH undopmaumu. CraTHHeCKUH
AHATU3 BBIIONHIETCS 03 HemOCPeNCTBEHHOTO 3allyCKa MCCiIeayeMoro obpasua 1
[103BOJIAET BBISIBUTH Pa3jIMYHbIE HHAMKATODBI, HAIpUMEP, CTPOKH, COACPKAIINC
URL-ampeca WM ajgpeca 3JIEKTPOHHOW  IOYTHL JluHaMAYeCKUl ~ aHallu3
MoJIpa3yMeBaeT BBHIMONHEHHE HCCIeAyeMOr MpOrpamMMmbl B 3alUIIEHHON cpene
(TTecouHMIE) MM HA M30JIMPOBAHHON MAlLIMHE C LEJBIO BBIABICHUA MOBEACHN
o6pasia u c6opa aprehakToB ero paboThL.

6.3. Jluma, 3aHMMAIOIIMECS pearMpoBaHWEM Ha MHIUACHTBI, OJIKHBEI
MIeHTHUIMPOBATE CKOMIIPOMETHPOBAHHBIE KOMIIBIOTEPBI M HACTPOUTH IpaBHiId
6e30MacHOCTH TaKUM 0Opa3oM, 4ToObI 3apaKeHHe He pacrpOCTPaHWIIOCh AAJIBILE
no cern. Kpome Toro, Ha 3ToM 3Tarne He0OXOIHMO NEPEeHACTPOMTE CeTh TaKMM
obpazom, yto6s1 UCIT/Ia Mormu npogomKarh paboTaTh 6e3 3apa)KEHHBIX MaIlIKH.

6.4. Jlanee nMua, 3aHMMAKOLIMECS peardipoBaHWEM HA WHIMACHTDI, yAALIIOT
BpEIOHOCHOE MPOrpaMMHOe obecrieueHHe, a TakKe BCe apretakThl, KOTOpbIE OHO
MOIJIO OCTABHTB Ha 3apaxkeHHbIX KomnbioTepax B UCIIIH.

6.5. PaHee CKOMIIPOMETHPOBAHHBIE KOMIIBIOTEPBI BBOAATCS OOPAaTHO B CETb.
[Ipu >TOM JMI@, 3aHUMAIOLIMECH peardpoBaHMEM Ha WHIMICHTHI, HEKOTOPOS
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BpeMsl IPO/IOIDKAIOT HAOIIO/aTh 33 COCTOSHUEM ITHX MAlIHH U WCI1JH B uenaomM,
4TOGBI y'('ié_nﬁn;é;lvis MOTHOM )}CTpaHeHHH YIpO3BL. a

6.6. JInma, 3aHEMAlOIIMecsl pearHpoBaHMeM Ha MHUMICHTEI, aHAIMSHPYIOT
TIPOU3OLIEIINHA HHIUACHT, BHOCAT HeoOXOAMMBIE M3MEHEHHs B KOH(Urypauuio
IPOrPaMMHOT0O obecrieueHns H o0opy10BaHus, 00ecI1e4nBaroIIero
MH(OPMALIMOHHON 0€30IIacHOCTH, U GOpMHUPYIOT pEeKOMEHALUHU JUIsl TOrO, 4TOOBI
B Gy/yIieM MpeJOTBPATUTh 000HBIE HHIIMACHTEL. ITpy HEBO3MOKHOCTH TIOJIHOTO
npefoTBpalenyss Oyjymeii aTakdh COCTABJICHHBIC pPEKOMEHJIAlMK  [I03BOJIAT
YCKOPHTh pearupoBaHye Ha MOJ00HbIE HHIUACHTDL.

7. Topsaok npoBejeHns pasdHpaTebLCTB Mo ¢axTaM BOSHHKHOBEHHSI
MHIMACHTOB HH(OPMALHOHHOH (e30NaCHOCTH

7.1. Jins mpoBemeHMst pa3dUpaTeNnbCTB IO (akraM BO3HMKHOBEHHS
MHIMAEHTOB MH(pOPMAIOHHON Ge30MacHOCTH CO3JaETCs KOMMCCHA, COCTOAMIAA
He MeHee YeM U3 TpeX 4eJloBeK ¢ 0013aTeIbHBIM BKIIFOUCHHEM B eé coCTaB:

_  OTBETCTBEHHOTO 3a obecrieuenue Ge3omacHocTH I1/1H B HUCII/H;

— apmunuctparopa UCITIH.

7.2. Tlpencenarenb KOMHCCHU OpPraHU3yeT paboTy KOMHCCHH, peIlaeT
BOIIPOCHl B3aUMOJCHCTBHS KOMHCCHM C DPYKOBOAUTEIAMH M pabOTHUKAMH
CTPYKTYPHBIX [OJpa3Je/ieHHii OpraHu3alvd, TOTOBHT U BeJET 3acellaHus
KOMFCCHH, TIOAMACEIBAeT TNpOTOKonbl 3acenannil. Ilo  oxoHYaHHH paboThl
KOMHACCHH  TOTOBMTCS  3aK/IOYEHHe [0  pesy’bTaraM  TPOBEIEHHOIO
pa3bupaTenbCTBa, KOTOpoe — IepefaeTcs Ha  pacCMOTPEHME JupexTopy
YupexaeHus.

7.3. Tlpu nmpoBefeHUHU pa3OMpaTeIbCTBa yCTAHABINBAIOTC:

— HajuyWe camoro (Qakra COBEpLICHWA WHIUICHTA uH(GOpMaIMOHHOM
6e301acHOCTH, CILyXKallero OCHOBaHHUEM JULS BEIHECEHUS
COOTBETCTBYIOILETO PEIIEHNUS;

— BpeMs, MecTo U 0OCTOATENBCTBA BOBHHKHOBEHMS MHIHMJICHTA, & TAKOKS
OLIEHKA ero MOCIEeCTBUH,;

—  KOHKDETHbI pabOTHHK, COBEPLIMBIIMH WHIAICHT HHGOPMALHOHHOM
6e30MacHOCTH WM ITOBJIEKIIMHA CBOUMH JIEHCTBUSMH BO3HHKHOBEHMS
WHIWJEHTA,

— HajgWude W CTeNeHb BHHBI pPaOOTHHWKA, COBEPIIMBIIEro WHIMACHT
HH(OPMAIIMOHHON 6e30MaCHOCTH HITH MOBJIEKIIEro CBOUMH JIeHCTBUAMU
BO3HMKHOBEHHE MHILIUJICHTA,

— mend ¥ MOTHBBI, CIOCOOCTBOBABIIME COBEPIICHHIO —HMHIM/CHTA
uH(pOPMAITMOHHOH 6€30N1acCHOCTH.
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7.4 B uemx mposeenws pasGupatennctsa BCe paboOTHUKH OOAHEL 11O
epBoMy TpeOOBAHHMIO UIEHOB KOMHCCHH MPEAbABUTH  AIA NIPOBEPKH  BCE
yHCISIAECs 33 HUMH MaTepuaibl M JOKYMEHTHI, JaTh YCTHbBIS WM MTHCEMCEHHAIC
06BICHEHHS 00 W3BECTHBIX MM (aKTax IO CYIIECTBY 3allaHHBIX UM BOTIPOCOB.

7.5. PabOTHHK, COBEpIIMBIINA WHUUACHT vH(bOPMAMOHHOH (€3011aCHOCTH
WA TTOBJEKIIMH CBOMMHM J€MCTBUSMH BO3HUKHOBEHHS HMHIMJICHTA, o0si3aH 110
Tpe6OBaHHIO KOMWCCHU NPEICTABUTH 06BscHEHHST B IHMCBMEHHOH (opme He
mo3nHee Tpex paboumx JHed ¢ MOMEHTa IOJIyHeHHS COOTBETCTBYIOILIETO
TpeboBanus. Komuccus BIpase TOCTaBUTE TICPEL pabOTHHUKOM TEPEUCHB
BOIPOCOB, HA KOTOPhIe PabOTHUK 00fA3aH OTBETHTH. B ciydae oTka3a paboTHHKA
OT MMMCHMEHHBIX 00BSICHEHHH, KOMHCCHEHN COCTABIIAETCS aKT.

7.6. PaBOTHMK MMEET IIPaBo, [0 COIJIACOBAHHIO C MpeJiCceaTe/ieM KOMUCCHH,
3HAKOMHTBCS € MaTepHanamu pa3bupaTesbcTBa, KaCAlOMMMUCA JIMYHO €ro, H
JaBaTh [0 TIOBOLY HHMX CBOM KOMMEHTapuM, TpelOCTaBILATH JIOTIOJTHATETbHYIO
pHbopMalMi0 U JoKymeHThl. [Io oKOHYaHWH paz6uparenbcTBa PabOTHHKY JUIs
03HAKOMJIEHHUSI TIPEJOCTABIISIETCS HTOTOBBIM aKT C BHIBOJAMH KOMUCCHU.

7.7. B crnyuae maBieHdss Ha pabOTHHKA CO CTOPOHBI APYTHX JIHIL (He wu3
cocTaBa KOMHCCHH) B BHAE IpockD, yrpos, LIaHTaxa W Ip., NO BOIpOcaM,
CBSI3aHHBIM C MPOBEJEHHeM pa3OMpaTenbCTBa, PaboTHUK 06s3aH coOOUMTE 00
5TOM MpeCeaTeN0 KOMUCCHH.

7.8. Jlo okoHYaHHMs pabOTBl KOMHMCCHH M BBIHECEHHs DCIICHHA {JICHaM
KOMMCCHM  3ampelaeTcsi —pasrjamarh —CBeJeHHs O  XOAC  MPOBCACHHA
pa3GuUpaTeNhLCTBA U CTABIINE U3BECTHBIE MM O0CTOATENLCTBA.

7.9. B mporecce IpoBeeHUs pazdrpaTenbCTBa KOMHCCHUEH BBISCHIIOTCA:

—  [epeveHb PA3TNAlIeHHBIX CBE/ICHHH;

—  [OpUYMHBL pa3riallieHus CBEACHUH;

—  JM0a, BAHOBHBIE B pa3rilallleHUH CBEJIEHHH,;

—  pasMep (3KCIIEPTHYIO OLEHKY) NPHINHEHHOTO ymepba;

—  HeMOCTATKH U HapyIIeHWs, AOMyIIeHHble PabOTHUKAMH IPH pabote ¢
[T,

— uHble O0OCTOSTENbCTBA, HEOOXOAMMBIE JUISL ONpeJeleHus MpUHUH
pasrnamenus [1JlH, CcTermeHd  BHHOBHOCTH  OTACIBHBIX  JIHI,
BO3MOYKHOCTH TIPUMEHEHHS] K HUM Mep BO3/EHCTBHA.

7.10. Tlo  3aBepuieHWH  pa3bupaTenscTBA ~ KOMHCCHEH — COCTABILSICTCH
3aKIoueHue, B 3aKII0YeHUH yKa3bIBalOTCA:

—  OCHOBaHMe JJIS TPOBEIEHNS B Pa3OUpaTe/bCTBa;

—  CcOCTaB KOMHCCHH U BpeMs IpOBeIeHMs pa3OupaTesibCTBa;
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.— CBEIEHHA O BpPCMEHH, MECTC H 0GCTOSTENBCTBAX BOSHAKHOBEHHUS
MHIIMIEHTA HHPOPMAIIMOHHON 6€30I1aCHOCTH;

—  cBeleHHus O pabOTHHMKE, COBEPUIMBIIEM HHIMICHT HHGMOPMALIMOHHON
6e30MACHOCTH WM TOBJIEKIIEM CBOMMH JAEHCTBHAMH BO3HMKHOBCHIA
MHIMAEeHTa (JOJDKHOCTB, (GamMunus, ums, OTHECTBO, roji POXIEHHUs,
BpeMs paGoThI B YUpEXKICHHH, a TAKKE B 3aHUMacMa JIOJIXKHOCTB);

— mend W MOTHBBI pabOTHHUKA, criocoOCTBOBABIIIHE  COBEPILICHHIO
MHIMIEHTa HHPOPMAIIHOHHOH 6€3011aCHOCTH;

— TpUYMHBI M YCJIOBHS BO3HUKHOBEHHS UHIMIEHTa MHPOPMAIHOHHOM
0e30MacHOCTH;

— jaHHBlE O Xapakrepe M pasMepax MPUYHHEHHOTO B pe3yJbTaTe
HHIUIeHTa yiepoa;

— INpeaioKeHHs O Mepe OTBETCTBEHHOCTH paboTHHKA, COBEPIIMBIIEIO
UHIAIEHT AHGOPMAIMOHHOM Ge30MacHOCTH MM MOBICKIIEro CBONMH
NeMCTBUSAMH BOSHUKHOBEHHS HHIUACHTA.

7.11. Ha OCHOBAHMH 3aKJIFOYEHHs BBIHOCHTCS peEIIeHHEe O NPHUMCHEHMH MEDP
OTBETCTBEHHOCTH K pabOTHHKY, COBEPIUHBILEMY HWHIUACHT HIIH MTOBJIEKILIEMY
CBOMMHM IeHCTBUSIMM BO3HHKHOBEHMIO HHIIMJIEHTA, TAKKe O BO3MEIEHNH yliepba
BHHOBHBIM paGOTHUKOM (MM €ro 3aKOHHBIM npenCTaBmeheM), KOTOpO€E
JOBOJIATCS 10 YKA3aHHOTO pabOTHHKA B MUCHMEHHOM dopme 1o paciucKy.

7.12. Bce Marepuansl pa3duparesnbcTBa  OTHOCATCA K uHpopMaIin
OrpaHMYEHHOTO JIOCTYNa W XpaHATCAd B TCHEHME 5 mer. Kommm 3aKkitodeHHs U
pacropsbKeHHs 110 pe3ybTaTaM pa30uparTenbCTBa MPUOOIIAOTCS K THIHOMY JemTy
pabOTHHKA, B OTHOIIEHHH KOTOPOT'0 OHO MPOBOAHIOCE.

8. OTBercTBEHHOCTH

8.1. Bce paGorTHukm, ocyumectpmstomme —samury T, 00s13aHbI
03HAKOMUTHCH ¢ JaHHBIM PernamMeHToM o IMOAIKCE.

8.2. PabOTHHKM HECYT MEpPCOHAIBbHYIO OTBETCTBEHHOCTH 34 BBINOIHCHHE
TpeGoBaHUH HACTOAILETO PeriiaMeHTa.

9. Cpok geiicTBHSI H NOPAJOK BHECEHUS H3MEHEeHH

9.1. Hacrosmuii PernmameHT BCTyIIaeT B CHIIY C MOMEHTA €ro yTBEPXKACHHUA 1
nelicTByeT 6ecCpOYHO.

9.2. Hacrosmuit PernaMedT MOJICKHUT IIEPECMOTPY HE peXe OAHOro pasa B
TPH roza.

9.3. W3MeHeHHUs W JOTIONHEHHUs B HACTOSAIMK PermaMeHT BHOCATCS MPUKA30M
JHupexropa YupexJaeHus.
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